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1 Introduction
I have been employed by a local hospital to conduct an in-depth analysis of their
security awareness and vulnerability to social engineering attacks. One of the methods
I will be using to evaluate the staff at the local hospital will be Social Engineering
Penetration Testing. Penetration testing, at its core, is an activity where an authorised
professional attempts to find security flaws and vulnerabilities in a system or network.
Adding social engineering into the exercise, the authorized professional expands their
reach by using the people of the organisation as a method of entry into their systems
and networks.

2 Social Engineering Attacks
Lenaerts-Bergmans (2023) explored the most common methods of social engineering
that threat actors use to gain access to organisational information and confidential
data.

2.1 Phishing
The most used attack is a Phishing attack (Lenaerts-Bergmans, 2023), where an
attacker sends a fake email or text message to an employee with the aim to trick
them into downloading a malicious file or entering personal credentials into a fake
website. Threat actors often choose to pretend being businesses, attempting to lore
users into entering their credentials or personal information into a fake form designed
to look like the business targeted.

A threat actor could use phishing to evaluate the vulnerabilities of the hospital’s
employees by sending an email pretending to be a service provider of the hospital,
or the management of the hospital. The type of email sent could be fake services such
as online payslips or a mandatory password reset to capture login information.

2.2 Whailing
Lenaerts-Bergmans (2023) describes how whaling uses a mix of phishing and direct
personal communication, often targeting high-level executives within a business. Whaling
often requires extensive background searches and planning to maximise the chances of
success. This commonly through information on social media.

This form of attack would not be very suitable for a hospital, as they often have
hundreds of staff. This makes this attack not feasible as research into every staff
member would be time consuming and impractical.
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2.3 Baiting
Baiting is the act of trying to get personal information off a user by giving them
false promises. This can be in the forms of ‘too good to be true’ advertisements or
promotions (Lenaerts-Bergmans, 2023). An example of this could require a user to
make an account. A poll by Google Haris Poll (2019), showed that 66% of Americans
used the same password across multiple online accounts. A threat actor could use the
email and password entered from their baiting attack to hack into other online services
potentially used by the victim.

This could be useful in the context of the local hospital as staff members could use the
same password for the hospital’s online services such as emails, patient records, and
other sensitive information. A threat actor could attempt to target employees on social
media with fake advertisements and promotions to harvest their login information.

2.3.1 Physical Baiting

Another form of baiting is through a physical medium such as USB flash drives
(Lenaerts-Bergmans, 2023). At the local hospital a bad actor pretending to a patient
could load malware onto a flash drive and attempt to get a member of staff to insert it
into a computer stating that it contains photos of an injury, whereas it installs malware
into the network.

2.4 Tailgating
Tailgating, as described by Lenaerts-Bergmans (2023) is a physical breach where a
threat actor gains access to a restricted area by a nonsuspecting employee holding a
door open for them. The threat actor open pretends to be someone else, such as a
delivery driver or someone wearing a similar uniform to the site being breached. In the
hospital scenario, a threat actor could be dressed in scrubs or in a lab coat. This could
allow them to breach a restricted area containing unattended devices or files containing
private information about patients.

Compared to the other digital methods, Tailgating has a higher risk involved as hospitals
often have site security and CCTV that would expose your identity. For auditing the
hospital’s staff this would also not be practical as I would have been seen on site and
perhaps would have an implicit level of trust within the staff.
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2.5 Most Appropriate Attack to Test the Hospital
With technology ever evolving, more organisations will be switching to digital records
and removing paper files. Hospitals are no different. With patient records being
migrated to a central digital solution, the most appropriate type of social engineering
attack to test the hospital’s employees would be a phishing attack.

West, et al. (2009) notes just how exploitable humans are: in a study of 512 people
who were sent a phising email by a seamingly trusted source, 80% of them fell for
the attack and clicked on a malicious link. Data from the Information Commissioner’s
Office (2023) also shows that 79% of businesses in 2023 had experienced a phishing
attack, with 91% of them succeeding.

With 71% of users taking risky action from a phishing attack, and 96% of them knowing
that they are being risky (Proofpoint, 2024), it is more important than ever to ensure
that the staff at the hospital receive proper and regular training regarding the risks
of phishing. It is critical to highlight the importance that the staff are at the front
line of security, despite 59% of users being uncertain about if they are (Proofpoint,
2024).

3 Planning the Test Attack
There are many different types of phishing attacks to choose from, such as:

• Spear phishing – attack targeting a single person, often requiring more extensive
background research.

• Vishing – “voice phishing”, typically done over the phone where a threat actor
impersonates someone trusted.

• Email phishing – also known as bulk phishing, where a mass number of emails
are sent pretending to be a social media site.

• Evil twin phishing – the act of creating a fake Wi-Fi network in attempt to steal
credentials and information.

Data from Proofpoint (2024) shows that in 2023:

• 74% of businesses had an attempted spear phishing attack.

• 67% received an attempted vishing attack.

• 76% received an attempted bulk phishing attack.

Whilst this shows how prevalent these attacks are, the attack that would have the most
reach with the least amount of background research would be an email/bulk phishing
attack. This attack would allow me to reach most if not all the hospital staff’s email
inbox and would allow me to fully test the training and awareness of each individual
member. 71% of people take risky action online, and with people re-using passwords
ranked 2nd of all risky action users take (Proofpoint, 2024), having their password
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captured could allow a threat actor to easily access other digital services that person
uses causing a major risk to information security and confidentiality.

3.1 Information Gathering
Before starting the attack, first we must gather information about the hospital’s staff
such as their name, email address and position. Corporate websites often provide
information such as their staff, job titles, and email contact forms.

3.1.1 Gathering Emails

To figure out staff emails, all you need is to have a single address. This address could
be found on the hospital’s website, or a web master could be listed in the site’s DNS
records. For example, we know the email of the director at the hospital: Mark James
(mark.james@aston.nhs.uk). From this, we can be certain that the hospital follows
the pattern firstname.lastname@aston.nhs.uk. Now we know their email conventions,
we can simply search the internet for social media profiles stating that they work at
the hospital we are targeting. This could be through LinkedIn, Facebook, Instagram,
etc.

We could also find the names of staff to use in the email format by simply observing
the hospital. Hospitals often have staff member’s names on the doors to their office
and names can be said over public-address systems.

In my opinion the easiest and most discreet way to gather names to add to the attack
is through social media. LinkedIn allows you to search for people who work at a specific
company, and simply searching for that along side common names would quickly yield
results. LinkedIn also has privacy features which hides your name from the person you
searched for. LinkedIn also states the role you have within the company, so it would be
easy to locate high-ranking officials who could have access to more information within
the hospital.

3.2 Planning the Attack
As mentioned above, I will be conducting the test via an email phishing attack that I
will send to all members of staff who publicly work for the hospital, using the email
pattern found and the information from social media.

The email format I will use will be in the style of an official NHS email. The email
will be regarding an ‘urgent action required for your patient’ with a link to a fake NHS
login screen, where an unsuspecting member of staff would enter their credentials and
have them captured.

Watson, et al. (2014) describes how the use of fear and pressure is particularly effective
in social engineering. He describes how adding fear into the attack puts the victim into
a state of negative emotion. Then the victim should be presented with a way to ease
this negative state in a way that would benefit the threat actor.
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This research backs up my plan for the contents of my email attack, as the title of
‘urgent action required for your patient’ would put the victim into a fearful and panicked
state. With the link to the fake NHS login acting as a way to ease the negative state
of emotion. When the victim is in a state of fear, they are less likely to be thinking
straight and be paying attention to verify the source of the email. This would then
lead to the victim typing in their NHS credentials and having them stolen.

4 Tool Analysis
To execute the attack, I will be using The Social-Engineer Toolkit (SET). SET was a
perfect tool for the attack as it provided a simple and easy way to create a fake website
that harvests the victim’s credentials. I downloaded the NHS’ webmail login page and
imported it into SET, which modified the HTML to send the login POST requests to a
local server where the credentials can be extracted. The victim is then redirected to the
real NHS webmail site as if nothing happened. SET also exports all found credentials
into an XML file, allowing for easy access. The easy access is crucial in a phishing
attack as it is important to act fast when credentials are harvested as users or their IT
department may start to catch on that a breach has occurred, especially on large scale
attacks.

Through SET, I used the following menu options: Social Engineering Attack, Website
Attack Vectors, Credentials Harvester Attack Method, and finally Custom Import.
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5 Cyber Awareness Strategy
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5.1 The Vision
The goal when designing the awareness poster was to make it as simple as possible
whilst also keeping it highly effective. Jurkonytė (2024), notes how “Colour contrast is
one of the most effective tools for boosting your design and making particular elements
stand out.” With this knowledge, I designed the poster to be white with a black and
green section to standout, grabbing the attention of employees passing by.

The poster also installs fear into employees by making them aware of the risks their
actions can have whilst being on the internet. I chose to create an acronym out of
the word LEAKED. This acronym highlights the signs of phishing attacks. As explored
previously, attackers can use fear or panic as an effective way to phish people, so
included in the poster is the slogan “Don’t be freaked, think leaked”, referring to the
acronym of spotting the signs. It also has a subtle spelling mistake on the “Awful
spelling”, further highlighting the signs of a phishing attack and the importance of
carefully reading emails.

6 Best Cyber Hygiene Practice: Access Control
Access Control is a crucial aspect in best cyber practices as it is the often the last line
of defence on a network. When access control is breached, an attacker will gain full
control of that user account and all data it has access to. This is the aim of a threat
actor when they perform attacks such as a phishing attack. In my test attack on the
hospital, my aim was to breach their access control and gain access to confidential
information, such as patient records.

There are multiple ways to prevent access control related attacks. A study by Meyer,
et al. (2023) found that Microsoft Active Directory Users’ accounts that used a form
of multifactor authentication (MFA) reduced the risk of comprise by 99.22%, and for
leaked credentials the risk was reduced by 98.56%. This data clearly shows the huge
benefit of using MFA to reduce the effectiveness of a phishing attack. With MFA
enabled, even if a threat actor harvests your credentials, they will not be able to access
your account, and any confidential information will remain secure. Risk based MFA is
also an effective method, which prompts for MFA when suspicious activity is noticed,
such as a user attempting to login from a different country despite them not having
enough time to get there from their last activity (Microsoft, 2024).

Combined with MFA, another way to prevent access control attacks is to disable
password rotations (for example, a user must change their password every month).
Microsoft (2024) notes how rotating passwords encourage users to create predictable
and repetitive passwords that are all related to each-other. Often a new password can
be predicted from an old one. For example, if a leaked password was “January27”, you
could assume the new password is “January28”.
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6.1 Cybersecurity Policies for the Hospital
With access control in mind, I have drafted 3 important cybersecurity policies for the
hospital:

• Enforce multifactor authentication – all users must use a form of MFA, such as
a text message or entering numbers in an app.

• Risk based MFA – enforce extra checks if suspicious activity is detected, such as
logging in from another country despite not having enough time to get there.

• Password strength – all users must create a strong password that the user can
remember, ideally with a mix of letters numbers and symbols.
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