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1 University Declaration
We declare that we have personally prepared this assignment. The work is our own,
carried out personally by us unless otherwise stated and has not been generated using
paid for assessment writing services or Artificial Intelligence tools unless specified as a
clearly stated approved component of the assessment brief. All sources of information,
including quotations, are acknowledged by means of the appropriate citations and
references. We declare that this work has not gained credit previously for another
module at this or another University, save for permitted elements which formed part
of an associated proposal linked directly to this submission.

We understand that plagiarism, collusion, copying another student and commissioning
(which for the avoidance of doubt includes the use of essay mills and other paid
for assessment writing services, as well as unattributed use of work generated by
Artificial Intelligence tools) are regarded as offences against the University’s Assessment
Regulations and may result in formal disciplinary proceedings.

We understand that by submitting this assessment, We declare ourselves fit to be able
to undertake the assessment and accept the outcome of the assessment as valid.

All members of the team contributed to all elements of this report.
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2 Theme and Design
We initially discussed how we would go about making our project, we agreed on using
Java for this. Our project is based on the British television show ‘The Chase’ that
first aired back in 2009. The premise of the show is a player goes head-to-head with a
chaser, answering multiple choice questions for a chance to win money. To make the
game more entertaining and fair, we created the game to be two-players. This removes
accusations of the server being biased when giving answers and also allows for friends
to compete head to head.

2.1 Architecture
The application uses a key-value-based approach for communication. When sending
data, the sender will first send an integer which all parties know the meaning of.
Following from the integer, the sender will supply data relevant to the integer. For
example, integer 4 is used when a player is sending an answer to the server. After
integer 4 is sent, the sender will supply A, B, or C to indicate their answer.

The following diagram shows how the server and the client communicate with each-other:
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In this diagram, the client connects to the server using Transmission Control Protocol
(TCP). When the first client is connected, they will receive a role based on a ”first
come, first served” system. The first client will be the chaser, and the second client
will be the player. From here, the game will start and data will be sent to the clients
containing questions and the possible answers. They submit their answers against a
timer and are given back the results.

3 Implementation
Our architecture is the core of our application. Using the before mentioned integer
system, these are the different types of messages that can be sent:

3.1 Message Types

Figure 1: MessageType.java

Each message has a clear comment describing its purpose and when it should be
used.
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Figure 2: Server.java

To send data to the clients (and for sending data back to the server), the above is
used. The message type integer is written to the stream, alongside any string data
required for that message type. This data is then ”flushed”, meaning it is sent to the
receiver.
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3.2 Server Setup

Figure 3: Server.java

To start, an SSL socket server is created using the systems key/trust store and a
specified password. The application uses TLS v1.2 and v1.3. When a client is securely
connected via TLS, the server sends a ”ROLE DESIGNATION” message to the client
informing them of their role, alongside a welcome message. The server then creates a
”server data receive thread” which listens for messages from the client(s) and performs
actions based on the data.
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Figure 4: ServerDataReceiveThread.java

While the client is connected, it awaits the message integer and the associated data to
be received. It then checks to ensure that the integer received was a valid type. Based
on the integer received, it will perform the appropriate action.

3.3 Client Setup

Figure 5: Client.java

For the client to connect, it will load the same key/trust store data with the specified
password to create a secure SSL socket connection to the server. Once connected, the
client will start a ”client data receive thread” which listens for messages from the server
and performs action based on the data.

8



CS2SNS: The Chase: A Secure Distributed Application G. Hotten & I. Fourie

Figure 6: ClientDataReceiveThread.java

Similar to the server’s data receive thread, it awaits messages from the servers and
validates the received integers. Based on the integer received, it will perform the
appropriate action.

3.4 Game Logic

Figure 7: Server.java and GameRound.java

Now the clients are connected, the server creates a new ”game round” and sends the
next question via the ”QUESTION SEND” message.
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Figure 8: ClientDataReceiveThread.java

The client has now received the question. For fairness and ensuring that both clients
have received the question, the client sends back to the server a ”QUESTION RECEIVE”
and does not yet display the question.
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Figure 9: ServerDataReceiveThread.java and GameRound.java

When both clients have confirmed receipt of the question, the server sends a ”QUESTION
START” message which prompts the clients to display the message.
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Figure 10: Server and client’s view when a question is sent

This is the view of the server, which has logs on when players connect, when they
confirm receipt of questions and when they’re sent. From the client’s side, they are
informed of their role and are displayed the question when instructed by the server.

Figure 11: Chaser and player’s view when the timer starts

When one player answers, the other player has 5 seconds to answer. If they don’t
answer in time, they are locked out and will not score points this round.
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Figure 12: Client.java

This is the logic for a player entering an answer. Their input is checked to ensure it
is either A, B or C. If their input is valid, it is sent to the server with a ”PLAYER
ANSWER” message.

Figure 13: ServerDataReceiveThread.java

When the server receives the answer data, it is stored and then the server checks to
see what must happen next.
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Figure 14: GameRound.java

If only one player has answered, the server will send the ”TIMER START” message to
start the timer music for the clients and start a server-side five-second countdown. If
both players have answered whilst the timer is running, it is stopped and clients are
sent the ”TIMER STOP” and ”QUESTION STOP” to stop the timer music and the
question input respectively.
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Figure 15: Chaser’s view after a question

After all players have answered or timed out, the results screen is show at two second
intervals announcing what each player put and what the correct answer is. If a player
gets the answer correct, they get a point added to their score. Whoever reaches a score
of three first is crowned the winner.
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4 Application Security
To ensure the best player experience, and to eliminate the risk of hackers cheating at
the game, we have implemented a secure socket layer (SSL) and transport layer security
(TLS).

Figure 16: SSL/TLS full/abbreviated handshake protocol (Kim et al., 2015)

This process shows an SSL handshake process which shows how the client and server
communicate and establish a secure, encrypted connection. We then wanted to test if
our packets are encrypted. We decided to use Wireshark to use this. Sandhya et al.
(2017) explains the importance of Wireshark as it is an ethical hacking tool that can
“reveal the flaws in the system security at the user authentication level.” which makes it
perfect for testing our SSL encryption and gain confirmation of the functionality.
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5 WireGuard Analysis
First, we will review the packets to/from our application without any form of encryption
enabled.

5.1 Analysis without Encryption

Figure 17: Wireshark view of a client connecting to the server

Here we can see a regular TCP handshake following the SYN, SYN-ACK, and ACK
process on the first three packets. This process synchronizes the two endpoints and
ensures they’re both ready to communicate (GeeksforGeeks, 2024).

5.1.1 Chase Communication System

Looking at the next few packets, we can identify a ”ROLE DESIGNATION” message
being sent from the server to the client.

Figure 18: Role Designation packets

On the first packet, we can see the hex number 0e being sent. This corresponds to
fourteen in decimal, which is the same number used for the role designation message.
After this packet, we see the text ”chaser” being sent. This aligns with the data sent
with the role designation message, as the server will send either ”chaser” or ”player” to
inform the client of their role.
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After the role is sent, the server sends a ”TEXT” message welcoming the client to the
game. This can also be observed with the initial value of zero being sent before the
text. Zero is the integer value associated with the text message.

Figure 19: Text message packets

When a second player has connected, the server sends out a ”QUESTION SEND”
message containing the question to display. This is represented with an integer of one,
followed by the question in a JSON format that the client can encode.

Figure 20: Question Send packets
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The client then sends a ”QUESTION RECEIVE” packet, represented by a two. When
both clients have sent this message, the server sends a ”QUESTION START”, represented
by a three. Once this message is received, the clients display the question ready for
answering.

Figure 21: Question Receive and Start packets
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5.2 Analysis with Encryption
With SSL and TLS enabled, our WireShark looks very different.

Figure 22: Wireshark view of a client connecting to the server with TLS

We can still see our TCP handshake, but now we can also see our TLS handshake.
If we look at any of the packets sent, they all contain ”Encrypted Application Data”,
making it impossible to read the data being transmitted.

Figure 23: The data within a packet sent from the server

This adds vital security to our application, ensuring that hackers are unable to intercept
data being sent to/from the server making it impossible to cheat or exploit.
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6 Other Potential Security Features
In the future, we would implement additional security measures for robust protection
of client-server communications. One of these features would be a passkey. Each
client would be provided with a unique, random string of text issued by the server
upon connection, which must be present and allows the server to verify that the
communication is coming from the verified client. It would also be encrypted using
Transport Layer Security (TLS), which adds protection against eavesdropping such as
sniffing, impersonation, and tampering.

In addition, we would also add dynamic firewalls, as they have an advantage over
traditional ones since they can modify rules in real time depending on authenticated
connections. When the client has successfully connected, the firewall validates the
client’s IP address and only allows for traffic to go in and from there. It ensures that
only authorised users can exchange data with the server, adding an additional layer to
blocking unauthorised access.
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